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Minutes of Meeting of October 4, 2011

Members Present:  Ernest Welker, Chair, James Shriver, Clerk, Christopher Boutin

Members Absent: Glenn Rosenberg

Others Present: Thomas Mazza, School Committee Business Mgr. and Kevin Warenda, Director of Technology

The chairman called the meeting to order at 7:01 p.m. in the Fire Station Meeting Room.

Acceptance of Minutes:
The Minutes of the meeting of September 1, 2011 were reviewed, revised and approved.

Town IT Review and Discussion of Controls and Capabilities

Mr. Welker introduced our guests to the committee and turned the meeting over to Mr. Boutin.

Mr. Boutin led a discussion with our guests of the capabilities, structure, controls available, needs and plans for improvement of the Town IT system.  Mr. Mazza and Mr. Warenda provided in depth information on existing facilities, organizational structure, various Town systems, and plans for the future IT needs and direction for the Town.  The discussion was centered on a comprehensive list of questions prepared by the Committee a copy of which is attached to these minutes.

General consensus on the excellent review and answers to the AC questions was that the Town systems are adequate for the present.  However, both the new high school facilities and the continuing need to upgrade and consolidate systems and equipment will provide numerous opportunities for improvement as funds become available.  The AC encouraged Mr. Warenda to continue his improvement efforts.

Chairman Welker thanked our guests for their excellent information and co-operation with the AC.

Next AC Meeting

The next Meeting date was confirmed for October 17, 2011 at 4:00 p.m.  Mr. Shriver was tasked to obtain a site for that time and date.

The meeting was voted closed at 8:32 p.m.  

 Respectfully Submitted:


James Shriver, Clerk

Appendix:  List of Objective and questions regarding IT Control Environment.







Objective and questions regarding IT Control Environment



Objective:	To provide the Audit Committee with an overview of the IT Control environment.		

Questions:
A	Describe the completeness of IT Policies and Procedures.  Are you satisfied? Are IT and Town personnel aware of the policies?  Where are they housed?		
B	Describe the process to remove user access to systems		
C	Describe the back-up and recovery process. When is recovery tested?
D	Is an incident response plan available? When is it tested? Priorities set?
E	Is an uninterruptible power supply (UPS) used.  When is it tested? 		
F	Describe the network including location of hardware and the environment (water pipes, fire extinguishing equipment.		
G	What TOWN insurance covers IT?  Is it adequate?		
H	Is there scheduled preventative maintenance on the components		
I	Is there a complete inventory of the following:  Hardware: Computers, File Servers, Printers, Modems, Switches, Routers, Hubs, etc. Software: all software for each PC is logged with licenses and serial numbers. 		
J	How does management ensures change control for the network? 		
K	Is network traffic is encrypted?		
L	Provide an organization chart of the IT Department.  Is personnel back-up adequate?
M	Describe how access is granted and monitored		
N	Describe the physical security of the IT areas		
O	Describe how you work with computer vendors for purchase, support, service and licensing.		
P	Are service level agreement from the IS department noting specific performance requirements used?  		
Q	Does IT responsibility include telecommunications?		
R	Describe the internet connection structure and firewalls		
S	Describe the level of virus protection established on servers and workstations and the monitoring of infection being done by IS administration.		





